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The I1ssue...

It is an ongoing debate between those who believe that the state has a role to ensure that
harmful content is prohibited and those who believe that the individual must have a right to
choose.

The concept of “content” in the Internet.

The concept of “content that is harmful to minors” and “content that is illegal”.
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Freedom of Expression &
International Regulation

Article 19 of the 1948 Universal Declaration of Human Rights

Article 19 of the 1966 International Covenant on Civil and Political Rights of the United
Nations

Avrticle 10 of the 1950 European Convention on Human Rights
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Constitutional Regulation in Greece

article 14 of the Constitution.
articles 5A81 and 5A82 of the Constitution.
article 2582 of the Constitution.

article 2581(b), (c) & (d) of the Constitution.
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European Commission policy documents p.1

« The European Parliament, Resolution on the Commission communication on illegal and
harmful content on the Internet (COM(96)0487 - C4-0592/96)

« Atrticle 29 Working Party, Report of the Working Party on illegal and harmful content on the
Internet presented to the Telecommunications Council on 28 November 1996

» The Action Plan on Promoting Safe Internet of November 1997,

« The Action Plan on Promoting Safer use of the Internet of the Council of the European Union
approved on December 21, 1998. Decision 98/EC of the European Parliament and of the
Council, Adopting a Multiannual Community Action Plan on promoting safer use of the
Internet by combating illegal and harmful content on global networks.

» Decision no. 276/1999/EC of the European Parliament and of the Council of 25 January 1999,
Adopting a multiannual Community Action Plan on promoting safer use of the Internet by
combating illegal and harmful content on global networks, 1999 O.J. (L 033)

«  Communication from the Commission to the Council, the European Parliament, the European
Economic and Social Committee and the Committee of the Regions, Concernlng the
evaluation of the multiannual Community Action Plan on promoting safer use of the Internet
and new online technologies by combating illegal and harmful content primarily in the area
of the protection of children and minors, COM(2003) 653 final, November 11, 2003

» The Safer Internet Plus Programme of the European Commission of approved on December 9,
2004. European Commission, Proposal for a decision of the European Parliament and of the
Council on establishing a multiannual Community programme on promoting safer use of the
Internet and new technologies, COM (2004) 91 final, March 12, 2004
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European Commission policy documents p.2

. Tpe European Council Recommendation (98/560/EC) 1998 O.J.( L 270) 48 on the Protection
of Minors.

«  Communication from the Commission to the Council, the European Parliament, the Economic
and Social Committee and the Committee of the Regions, Principles and Guidelines for the
Community’s Audiovisual Policy in the Digital Age, COM (1999) 657 final, December 14,
1999.

« Council of Europe, Committee of Ministers, Recommendation Rec(2001)8 of the Committee
of Ministers to member states on self-regulation concerning cyber content (self-regulation
and user protection against illegal or harmful content on new communications and
information services.

» Television without Frontiers Directive: Council Directive 89/552/EEC on the coordination of
certain provisions laid down by law, regulation or administrative action in Member States
concerning the pursuit of television broadcasting activities, 1989, O.J. (L 298) 23 (as
amended by the European Parliament and Council Directive of 1997)

» Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on
certain legal aspects of information society services, in particular electronic commerce, in the
Internal Market, 2000, O.J. (L 178) 1

» European Parliament legislative resolution on the proposal for a recommendation of the
European Parliament and of the Council on the protection of minors and human dignity and
the right of reply in relation to the competitiveness of the European audiovisual and
information services industry, (COM(2004)0341 - C6-0029/2004 - 2004/0117(COD))
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Adult-ID vs. Kid-ID system

What if regulation in Greece had required senders to block only self-identifying kids?

With the kids-mode browser solution, also called kid-1D system, we could imagine regulation
requiring browser manufacturers to modify their browsers to permit users to set up profiles.
One option in that profile would be a check-off box where the user signals that he is a minor.

— EXAMPLE: Say a family of three shares a single computer. One member of that family
Is @ minor. Using this modified browser, the adults would set up a profile for each
member of the family. With the child’s profile, the kids-1D box would be checked, and a
password would be used to access that profile. Any member of the family using the
system would select his or her own profile and browse according to the rules of that
profile.
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Advantages of the Kid-ID system p.1

The burden of signaling that the user is a kid would be far less costly than the burden of
signaling that the user is an adult because there would exist no need to verify the signal.
Also, the code required to enable the existing dominant browsers to identify users as kids
Is relatively trivial, and in any case is far less than the cost required to protect anonymity
with the adult-ID modus which is quite severe because it requires careful implementation
of cryptography and security features.

The absolute number of people burdened by the regulation would likely be lower.

The burden on the parents of obtaining the software to enable this blocking is less than the
burden of purchasing blocking or filtering software.

The burden of this kids-mode browsing proposed solution falls on the browser
manufacturers as well as on the content providers.

© 2006 Marinos Papadopoulos, Attorney J.D., M.Sc. & Irene Kafeza, Attorney L.LM.



Advantages of the Kid-ID system p.2

Rather than an elaborate identification system maintained either by private companies or
by content providers, the proposed solution would provide only the single unverified
assertion that the user is a kid. No other personal data would need to be provided.

The kids-mode browser solution could relatively easily apply to any jurisdiction that caters
for minors’ protection from content on the Internet.

The kids-mode browser solution could provide an easy way for schools to regulate access
to the Internet. A common profile for all users in a school could be set by the network
administrator.

The kids-mode browser solution provides security built into the product and service that is
used to access online content. While said security is directly set up into the end-user’s
terminal, it does not require from the end-user to become a security expert in charge of
managing and updating his/her own system.
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In Conclusion...

We believe that solutions such as the kid-1D system which does not violate freedom of speech
and expression that constitutes one of the fundamental premises of knowledge societies and
“a touchstone of all the other freedoms to which the United Nations are dedicated” should be
considered thoroughly by the European Union authorities as well as national authorities.
Solutions of the kind of kid-ID system respect democracy, and indeed the whole system for
the protection of human rights, which cannot function properly without the freedom of
expression,

In the ongoing debate concerning the protection of fundamental and constitutionally protected
rights such as the freedom of speech and expression, we should never feel at ease when these
rights are violated for the sake of any objective. And we should always fight to protect them
no matter what the cost.

Our dream for the future and the world our kids are going to live in is a dream of a democratic
society. It is not a nightmare of a technologically savvy society in which technology is used to
suppress democracy, but rather a dream of a world in which technology is used to enhance
and safeguard democracy.
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Legal Considerations
for Regulating Content on the Internet

The full Whitepaper of our participation in this international conference is available at the
bulletin board of the URL

http://www.marinos.com.gr

Thank you!
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Combating illegal and harmful content on the Internet is
different than censoring it. Greece participates actively to the
European initiatives for combating illegal and harmful content
on the Internet (child pornography, content which incites hatred
on grounds of race, sex, religion, nationality or ethnic origin)
and rightfully it does so.

The European Commission issued the Communication Paper on
Illegal and Harmful Content on the Internet COM (96)487 of
October 16, 1996, in which it concurred that “each country may
reach its own conclusion in defining the borderline between
what is permissible and not permissible.” The same conclusion
reaches the Article 29 Working Party in its report on illegal and
harmful content on the Internet presented to the
Telecommunications Council on November 28, 1996.° For the
European Commission, the answer to the challenge of illegal
and harmful content seems to be a combination of self-control
mechanisms of the Internet Service Providers, new
technological solutions such as rating systems and filtering
software, awareness actions for parents and teachers, and
international cooperation to limit the risks of harmful and illegal
content on the Internet. In an effort to bolster this view, the
European Commission adopted in November 1997 the Action
Plan on Promoting Safe Internet, which encourages the creation
of a European network of hotlines to report illegal content such
as child pornography by online users. It also encourages the
development of content-monitoring schemes by Internet Access
Providers for combating illegal content. It also seeks the
development of internationally compatible and interoperable
rating and filtering schemes to protect users, especially minors,
and measures to increase awareness of the possibilities available
among parents, teachers, children and consumer-protection

" The European Parliament, Resolution on the Commission communication on illegal and harmful
content on the Internet (COM(96)0487 - C4-0592/96), see URL.:
http://europa.eu.int/ISPO/legal/en/internet/98-97en.html [last visited on July 30, 2006].

8 Article 29 Working Party, Report of the Working Party on illegal and harmful content on the Internet
presented to the Telecommunications Council on 28 November 1996, see URL:
http://europa.eu.int/ISPO/legal/en/internet/wpen.html [last visited on August 1, 2006].




organizations. On December 21, 1998, the Council of the
European Union approved the Action Plan on Promoting Safer
use of the Internet.”

The objective of Safer Internet Action Plan is to promote safer
use of the Internet and encourage, at a European level, an
environment favourable to the development of the Internet
industry.” Heavily inspired by self-requlatory principles, the
plan'' was implemented through three main action lines: (a)
creating a safer environment through the development of
hotlines and codes of conduct, (b) developing filtering and
rating systems, and (c) increasing public awareness. In
November 2003, the plan received positive evaluations and it
concluded that new technologies and new ways of using these
technologies increase the challenge of protecting children.
Therefore, in March 2004, the Commission adopted a proposal
for the Safer Internet Plus Programme,'* which the European
Union Telecommunications Council approved on December 9,
2004. This proposal points out that a variety of means must be
combined in order to deal with unwanted and harmful content
efficiently (e.g., enforcement of legal provisions, self-regulation,
technical means such as filtering, and awareness raising).

° Decision 98/EC of the European Parliament and of the Council, Adopting a Multiannual Community
Action Plan on promoting safer use of the Internet by combating illegal and harmful content on global
networks, see URL: http://europa.eu.int/ISPO/iap/position/en.html [last visited on August 2, 2006].

19 Decision no. 276/1999/EC of the European Parliament and of the Council of 25 January 1999,
Adopting a multiannual Community Action Plan on promoting safer use of the Internet by combating
illegal and harmful content on global networks, 1999 O.J. (L 033), see URL:
http://ec.europa.eu/consumers/cons_int/e-commerce/e_commO03_en.pdf [last visited on August 2,
2006].

' Communication from the Commission to the Council, the European Parliament, the European
Economic and Social Committee and the Committee of the Regions, Concerning the evaluation of the
multiannual Community Action Plan on promoting safer use of the Internet and new online
technologies by combating illegal and harmful content primarily in the area of the protection of
children and minors, COM(2003) 653 final, November 11, 2003, see URL: http://eur-
lex.europa.eu/LexUriServ/site/el/com/2003/com2003_0653el01.pdf [last visited on August 2, 2006].

12 European Commission, Proposal for a decision of the European Parliament and of the Council on
establishing a multiannual Community programme on promoting safer use of the Internet and new
technologies, COM (2004) 91 final, March 12, 2004, see URL.:
http://europa.eu.int/information_society/activities/sip/docs/pdf/si_plus/acte_gr.pdf [last visited on
August 3, 2006].




Slide 6: European Commission policy documents p.2

Also, European policy documents such as the Recommendation
on the Protection of Minors” and the Communication on
Audiovisual Policy™ have emphasized the importance of co-
regulatory and self-regulatory instruments. The Council of
Europe draws attention to the use of self- and co-regulatory
measures and the 2001 Council of Europe Recommendation on
self-regulation concerning cyber content (self-regulation and
user protection against illegal and harmful content on new
communications and information services)” encourages
Member States to establish organizations whose members
represent a variety of Internet actors.

Moreover, the Television without Frontiers Directive stipulates
in article 22 that Member States should take appropriate
measures to prevent broadcasting programs that might seriously
impair the physical, mental, or moral development of minors (in
particular, programs that incorporate pornography or gratuitous
violence).'® Also, the e-commerce Directive’ requires Member

3 Council Recommendation (98/560/EC) 1998 O.J.( L 270) 48 on the development of the
competitiveness of the European audiovisual and information services industry by promoting national
frameworks aimed at achieving a comparable and effective level of protection of minors and human
dignity, see URL.: http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=CEL EX:31998H0560:EN:HTML [last visited on August
2, 2006].

4 Communication from the Commission to the Council, the European Parliament, the Economic and
Social Committee and the Committee of the Regions, Principles and Guidelines for the Community’s
Audiovisual Policy in the Digital Age, COM (1999) 657 final, December 14, 1999, available at
http://eur-lex.europa.eu/LexUriServ/site/el/com/1999/com1999 0657el01.pdf [last visited on August 3,
2006].

1> Council of Europe, Committee of Ministers, Recommendation Rec(2001)8 of the Committee of
Ministers to member states on self-regulation concerning cyber content (self-regulation and user
protection against illegal or harmful content on new communications and information services, see
URL: http://www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/1_standard_settings/Rec_2001_8.pdf [last visited on August 4,
2006].

1® Television without Frontiers Directive: Council Directive 89/552/EEC on the coordination of certain
provisions laid down by law, regulation or administrative action in Member States concerning the
pursuit of television broadcasting activities, 1989, O.J. (L 298) 23 (as amended by the European
Parliament and Council Directive of 1997), see URL.: http://eur-
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